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PROFESSIONAL SUMMARY:
Seasoned DevOps Engineer with over 10+ experience in software development, cloud computing, and process automation including 7+ years of focused DevOps expertise, encompassing code compilation, CI/CD automation, packaging, building, release management, configuration management, change management, and cloud integration. Expertise in Azure, AWS, and GCP to create robust, scalable, and secure solutions. Proficient with Infrastructure as Code (Terraform), containerization, and orchestration (Kubernetes), complemented by strong monitoring capabilities.
· Proficient in utilizing project management and incident management tools such as JIRA, ServiceNow, and PagerDuty for effective collaboration, tracking project progress, and resolving issues.
· Designed and built self-service CI/CD pipelines from scratch, enabling development and security teams to independently manage and deploy applications with minimal operational overhead.
· Implemented pipeline-as-code using Groovy and YAML, ensuring repeatable, version-controlled, and auditable pipeline configurations.
· Integrated security testing stages (SAST, DAST, dependency scanning) directly into CI/CD pipelines to enforce security checks early in the SDLC.
· Built automated security testing frameworks leveraging OWASP tools, open-source scanners, and custom Python scripts for continuous security validation
· Developed custom Python and Bash scripts to automate security checks, vulnerability scanning, policy enforcement, and pipeline validations.
· Created API-driven security pipeline services, enabling seamless integration with CI/CD tools and microservices-based applications.
· Collaborated closely with software engineers to embed security tooling into developer workflows, minimizing friction while improving security posture.
· Designed and implemented infrastructure-as-code (IaC) scanning pipelines to identify misconfigurations in Terraform, CloudFormation, and Kubernetes manifests.
· Built MVP versions of secure pipelines rapidly, delivering functional solutions quickly while iterating toward scalable enterprise-grade architectures.
· DevOps Engineer with 10+ years of experience implementing secure CI/CD pipelines, automating deployments, and managing cloud-native applications in AWS and Kubernetes (EKS) environments
· Proficient in Python scripting for automation, compliance scanning, and infrastructure provisioning using Ansible and Terraform.
· Hands-on experience with Bitbucket, Jenkins, Artifactory/Xray, and Git-based workflows for secure software delivery.
· Deep understanding of DevSecOps practices, integrating security validation, vulnerability scans, and policy enforcement into CI/CD pipelines.
· Familiar with Java, .NET, Node.js build ecosystems and artifact management (Maven, NuGet, npm) for cross-platform CI/CD.
· Skilled in ITIL-aligned operations and ServiceNow for change management, incident response, and service tracking
· Strong collaboration and troubleshooting skills, with a focus on security automation, compliance, and cloud reliability.
· Developed advanced PowerShell scripts to automate Windows server deployments and configurations across production environments.
· Integrated DevSecOps best practices to ensure secure code delivery throughout SDLC.
· Configured and managed SonarQube for static code analysis to enforce enterprise security and code quality standards.
· Integrated Fortify for static application security testing (SAST) within CI/CD pipelines to identify code vulnerabilities early
· Administered Nexus and JFrog Artifactory for managing build dependencies, artifacts, and versioned releases.
· Collaborated with development, security, and operations teams to streamline secure software delivery.
· Implemented Prisma Cloud for container image scanning to detect vulnerabilities pre-deployment.
· Leveraged AWS services including EC2, S3, IAM, Lambda, and CloudFormation for infrastructure automation and deployments.
· Created custom PowerShell modules and cmdlets to streamline repetitive administrative tasks for the operations team.
· Integrated PowerShell scripts with REST APIs for automated data retrieval and system updates.

EDUCATION
· Bachelors of Computer Science and Engineering, India.

CERTIFICATIONS:
· Microsoft Certified Azure Administrator
· Certified Kubernetes Administrator
· AWS Developer – Associate

TECHNICAL SKILLS
· Azure Services: App Services, Key vault, function app, Blob storage, Azure AD, Service Bus,  Container Registry (ACR) and AKS,  SQL, Cosmos DB, Data Factory, Azure Databrick, Azure ML, Azure Openai service.
· AWS Services: RDS, AWS EC2, VPC, AWS IAM, AWS Cloud Formation, EBS, AWS S3 Bucket, ELB, AWS Auto Scaling, AWS Cloud Trial, SQS, SNS, SWF, AWS Cloud Watch.
· GCP services: Cloud Functions, Cloud Run, Cloud Storage, Firestore, BigQuery, Pub/Sub, Identity and Access Management (IAM), Cloud Build, Artifact registry
· Version Control Tools: GIT, Bitbucket
· CI/CD:	Jenkins, Azure Pipelines, Github Actions
· Containers and orchestration: Docker, Kubernetes, Open Shift, ECS .
· Languages: Python, Shell scripting.
· Web Servers: Nginx
· Operating Systems: Microsoft Windows XP/ 2000, Linux, UNIX.
· Code Scanning: SonarQube, Jfrog X ray, ECR Inspector, Checkmarx, BlackDuck
· Databases: RDS, Cosmos DB, My SQL DB.
· Monitoring: Azure Cloud Watch, Cloud Trail, Azure App Insights, Azure Monitor, Prometheus, Grafana, AWS ELK Stack, Dynatrace, Splunk and App Dynamics

PROFESSIONAL EXPERIENCE:

Client: Chase, Austin, TX			                                                                                        May 2024 - till now
Role: DevOps Engineer 
Responsibilities:     
· Created and maintained reusable Terraform modules to provision Azure resources, enabling automated, scalable, and secure deployments across environments using Infrastructure-as-Code (IaC).
· Integrated container security scanning for Docker images, ensuring vulnerabilities were detected prior to deployment into Kubernetes environments.
· Designed and implemented secure CI/CD pipelines using Jenkins and GitHub Actions for automated build, test, and deployment workflows.
· Developed Bash automation for auditing Linux system performance and automatically adjusting resource limits across large-scale deployments.
· Supported microservices architectures by implementing pipeline templates tailored for distributed services and API-based applications.
· Automated security gates and approval workflows within CI/CD pipelines to prevent insecure code from progressing to higher environments.
· Developed reusable pipeline libraries and shared templates, improving consistency, maintainability, and developer adoption across teams.
· Leveraged AWS services (e.g., IAM, EC2, EKS, Lambda) to securely deploy and manage CI/CD infrastructure in cloud environments.
· Integrated CloudFlare security controls and API-based protections into deployment workflows for edge and application-layer security.
· Built pipelines that support containerized and serverless workloads, including Docker, Kubernetes, and AWS Lambda deployments.
· Implemented command-line-based security tooling within pipelines to ensure portability and flexibility across environments.
· Proactively identified and remediated security vulnerabilities and pipeline bottlenecks, even in ambiguous or fast-changing project environments.
· Ensured CI/CD security components were scalable, modular, and maintainable, supporting long-term enterprise growth.
· Mentored junior DevOps engineers on infrastructure design, automation best practices, and troubleshooting methodologies.
· Conducted design and code reviews to ensure high-quality, secure, and scalable solutions within the team.
· Championed DevOps best practices by conducting internal knowledge-sharing sessions and brown bag trainings.
· Automated deployment pipelines using Azure DevOps, GitHub Actions, and Terraform Cloud, ensuring consistency and auditability.
· Supported SAFe Agile Release Train (ART) by providing release-ready infrastructure templates and validating pre-release environments.
· Designed automated rollback and canary deployment strategies to reduce blast radius during releases.
· Implemented blue/green and A/B deployment mechanisms for customer-facing applications hosted in Azure.
· Contributed to internal runbooks, troubleshooting guides, and knowledge bases for continuous developer enablement and operations maturity.
· Developed custom CI/CD pipeline frameworks using Jenkins, GitLab CI, and Groovy, allowing developers to control build, test, and deployment workflows securely.
· Conducted knowledge transfer sessions and live demos for client DevOps and SRE teams to operationalize the new platform.
· Collaborated with cross-functional teams to ensure tracing and log coverage across all microservices and cloud components.
· Built reusable Helm charts and Terraform modules for provisioning Sumo Logic collectors and dashboards.
· Established GitOps workflows for version-controlled observability infrastructure and alert configurations.
· Deployed and monitored containerized workloads on Azure Kubernetes Service (AKS), ensuring high availability and performance of distributed systems.
· Applied asynchronous programming techniques using asyncio, Celery, or Kafka to decouple processes and improve responsiveness under load.
· Collaborated with cross-functional teams to define new feature requirements, contributing to sprint planning, design reviews, and UAT cycles.
· Mentored junior engineers by conducting code reviews, pair programming, and walkthrough sessions on best practices in Python and DevOps tooling.
· Enforced infrastructure-as-code and version control standards across GitHub repositories using branching strategies and pull request workflows.
· Conducted root cause analysis and implemented proactive monitoring and alerting using Prometheus and Grafana on Kubernetes environments.
· designed robust deployment strategies using canary and blue-green methodologies for risk-controlled releases.
· Secured APIs and internal microservices using OAuth 2.0 and managed secrets using Azure Key Vault
· Delivered end-to-end application lifecycle support — from development to deployment and monitoring — across hybrid cloud environments.
Client: AT&T, Dallas, TX                                                                                                            Mar 2022 – Mar 2024
Role: Senior DevOps Engineer						                              
Responsibilities:
· Utilized agile methodology for project management, facilitating weekly and daily release cycles for enhanced adaptability and efficiency on AWS.
· Collaborated cross-functionally with security, platform, and development teams to align pipeline security with organizational standards.
· Applied secure coding practices and industry standards such as OWASP and NIST to pipeline design and automation logic.
· Developed custom Groovy and Python scripts to integrate security scanning tools into Jenkins pipelines.
· Developed detailed pipeline documentation, including architecture diagrams, security workflows, and operational runbooks.
· Enhanced developer experience (DevEx) by reducing pipeline complexity while maintaining strong security enforcement.
· Implemented logging, metrics, and alerting for pipeline execution and security failures to improve observability and troubleshooting.
· Built policy-as-code controls to enforce security rules consistently across CI/CD pipelines and environments.
· Supported hybrid work environments, maintaining high availability, responsiveness, and proactive engagement with distributed teams.
· Continuously researched and evaluated new security tools and methodologies to improve pipeline security capabilities.
· Demonstrated strong hands-on ownership, from initial design through implementation, testing, and production rollout of pipelines.
· Acted as a trusted DevOps security partner, enabling teams to deliver software faster while maintaining a strong security posture.
· Engineered resilient hybrid environments by orchestrating VMware and AWS resources using Infrastructure as Code principles with Terraform modules.
· Utilized AWS Lambda functions to orchestrate S3 lifecycle policies and automate data archiving based on tagging strategies.
· Deployed Prometheus Operator on Kubernetes for metrics scraping, alert rule configuration, and automated service discovery.
· Built customized Grafana dashboards for real-time visibility into pod health, resource usage, and request latency across GKE workloads.
· Configured Alertmanager rules to notify SREs via Slack/email during incidents like high CPU/memory usage or service downtimes.
· Integrated Grafana with GCP Stackdriver and Prometheus to visualize hybrid monitoring data from both GCP and Kubernetes clusters.
· Supported hybrid workloads by managing Linux deployments on both bare-metal and VMware hosts, ensuring consistent performance tuning and configuration.
· Automated provisioning and patching processes for large-scale bare-metal infrastructure using a combination of PXE boot, Bash scripts, and remote execution tools.
· Developed Terraform modules that modeled physical server environments alongside AWS resources to streamline infrastructure tracking and automation.
· Converted existing infrastructure setups into modular IaC components to streamline provisioning and enable reuse across multiple projects.
· Led cost optimization initiatives that reduced GCP spend by 20% through intelligent scaling, reserved instance planning, and preemptible VM utilization.
· Deployed and managed IAM policies across GCP projects and AWS accounts, using automation to ensure least privilege and auditability.
· Integrated logging, alerting, and tracing mechanisms into CI/CD pipelines using GCP Logging, Pub/Sub, and AWS CloudWatch for end-to-end traceability.
Client: 	Fidelity, WestLake , Tx 			                                                                     June 2020 - Feb 2022
Role: DevOps engineer							 
[bookmark: _Hlk188996044]Responsibilities:
· Designed and implemented cloud architectures on AWS (EC2, S3, RDS) and GCP (Compute Engine, Cloud Storage, Cloud Run), optimizing system availability, performance, and scalability for high-traffic applications.
· Automated infrastructure provisioning and management using Terraform and CloudFormation templates, reducing manual intervention, improving consistency, and accelerating deployment times.
· Developed and maintained Python-based automation scripts to manage cloud infrastructure, streamline provisioning, and enhance operational efficiency across AWS and GCP environments.
· Created and maintained Python-based tools for cloud resource provisioning, system monitoring integration, and automated CI/CD pipeline execution, enabling faster and more reliable deployments.
· Built and optimized CI/CD pipelines using GitHub Actions, automating testing, deployments, and integration workflows, resulting in a significant reduction in time-to-production.
· Used Docker for containerizing microservices, improving consistency across development, testing, and production environments, and ensuring scalability and efficient resource utilization. 
· Leveraged Docker Compose to manage multi-container applications, simplifying the orchestration and communication between services for seamless deployment.
· Managed Kubernetes clusters on EKS and GKE, ensuring smooth orchestration, scaling, and management of containerized applications, while minimizing downtime and enhancing operational stability.
· Utilized New Relic and Splunk for comprehensive monitoring of application performance and infrastructure health on both AWS and GCP, enabling real-time insights, proactive issue detection, and optimized resource management.
· Diagnosed and resolved deployment issues using advanced troubleshooting techniques, ensuring high system uptime and optimal performance across cloud environments.
· Managed multiple microservices repositories on GitHub, overseeing pull requests, branching strategies, version control, and collaborative code reviews to ensure seamless integration and efficient collaboration across development teams.
· Successfully deployed microservices to production environments on both AWS and GCP, ensuring seamless scalability, high availability, and minimal downtime through automated CI/CD pipelines and infrastructure management.
· Documented infrastructure and deployment processes in Confluence, enhancing team collaboration, knowledge sharing, and standardizing deployment procedures for consistency across projects.
· Performed security assessments and implemented best practices to secure cloud environments on AWS and GCP, ensuring compliance with organizational policies and industry standards.
· Provided mentorship and technical guidance on cloud infrastructure best practices, driving a culture of continuous improvement and knowledge sharing within the team.
· Configured Terraform backend with Amazon S3 for remote state management, ensuring state persistence, consistency, and collaboration across multiple team members in cloud infrastructure deployments.
· Implemented version-controlled S3-backed Terraform state storage in conjunction with DynamoDB for state locking, enhancing team collaboration, avoiding state conflicts, and ensuring seamless infrastructure management across environments.
· Worked with AWS services like Lambda, AWS S3, RDS, and AWS CloudWatch to build scalable applications, automate infrastructure, and monitor system health across multiple environments.
· Utilized GCP services such as BigQuery, Cloud Functions, Firestore, and Compute Engine to support data processing, serverless applications, and efficient resource management in production.
Client: Crate & Barrel, Des Plaines, IL                                                                                               July 2017 - May 2020
Role: DevOps Engineer 								                         
Responsibilities:
· Created and maintained containerized microservices and configured/maintained Azure Container Registry for hosting images and using  Active Directory.
· Managed Azure Virtual Machine instances using Ansible configuration management and created Ansible playbooks, tasks and roles to automate system operations.
· Worked on Azure (IaaS) migration like creating VMs, storage accounts, VHDs, storage pools, migrating on-premise servers to Azure and creating availability sets. Performed hardening of the VMs and disk encryption using KEK keys.
· Managed SQL Databases, implementing performance optimizations through indexing, partitioning, and advanced query techniques. 
· Hands-on experience using Terraform along with Packer to create custom machine images and automation tools like Chef/Ansible to install software after the infrastructure is provisioned.
· Created Ansible roles in YAML and defined tasks, variables, files, handlers and templates. Configured Ansible for parallel deployment in Azure for automating the continuous delivery process. 
· Worked with Docker and Kubernetes on multiple cloud providers, from containerizing applications (CI/CD) to deploying on Azure public or private cloud.
· Designed Azure architecture for scalable microservices deployment, ensuring efficient utilization of Azure Container Registry and Active Directory integration.
· Managed Kubernetes using Helm charts on Azure. Created reproducible builds of Kubernetes applications, managed manifests and released Helm packages.
· Created, managed and performed container-based deployments using Docker images containing middleware and apps. Evaluated Kubernetes for Docker container orchestration.
· Utilized Kubernetes and Docker on Azure for CI/CD to build, test and deploy applications. Created jobs to deploy apps to Kubernetes clusters. 
· Worked on creating Docker containers, images, tagging and pushing images. Deployed Docker engines in Azure virtualized environments to containerize multiple applications.
· Implemented logging solutions, utilizing Azure Monitor Logs for centralized log analysis within AKS environments.
· Conducted GitLab training sessions and provided ongoing support to team members, promoting best practices in version control, collaboration, and CI/CD pipeline management.
· Tested Splunk search strings & operational strings. Ensured Splunk actively & accurately monitored infrastructure.
· Excellent hands-on experience with monitoring tools like Nagios, Splunk, ELK and working with load balancing, integrating and monitoring. 
· Developed PowerShell scripts to automate information gathering from web and routine administration tasks.
· Implemented Azure Sentinel for security information and event management (SIEM), enhancing threat detection, response, and compliance.
· Monitored and troubleshot data pipelines and ETL processes on Azure using Monitor and Log Analytics to minimize downtime and maintain data integrity.
· Automated data workflows and ETL jobs using Azure Data Factory, integrating with Azure DevOps for CI/CD pipelines.
· Deployed and managed Azure Databricks workspaces, developing PySpark scripts for batch and stream processing tasks.
·  Implemented infrastructure and application monitoring using Azure Monitor, setting up alerts, action groups and dashboards to proactively identify and troubleshoot issues.

Client:  BNY Melon, New york                                                                                                                   Oct 2014 – July 2017
Role: DevOps Engineer                                                                                                   
Responsibilities:                                                                                                          
· Installed, configured, and maintained Jenkins for continuous integration (CI) and automated build and deployment processes, improving development workflows on AWS.
· Led AWS EC2 instance creation, AWS VPC setup, and launched EC2 instances in private and public subnets, optimizing infrastructure deployment.
· Leveraged AWS EC2 Auto Scaling groups and Elastic Load Balancers for deploying highly available applications, ensuring scalability and fault tolerance.
· Designed and managed AWS VPCs, subnets, route tables, NACLs, and security groups to isolate and secure applications with robust network security measures.
· Automated provisioning of AWS EC2, AWS RDS, and AWS ElastiCache using CloudFormation templates and Terraform, streamlining resource deployment in AWS Environement.
· Implemented centralized logging and monitoring solutions using Prometheus and Grafana for metrics collection, visualization, and alerting across AWS resources.
· Developed Lambda functions for serverless processing and integrated SNS topics for notifications and alerts, enhancing event-driven workflows.
· Migrated on-premise servers (Kafka, Elasticsearch, Zookeeper) to AWS managed services (MSK, Elasticsearch Service), improving scalability and reliability.
· Implemented Docker for containerizing applications, streamlining the development and deployment process across environments.
· Automated infrastructure provisioning and management tasks using Ansible and Chef, including EC2 instance management, configuration, and software installations.
· Created and maintained CI/CD pipelines using CodeCommit, CodeBuild, CodeDeploy, and CodePipeline, automating software delivery.
· Optimized EC2 usage and costs by leveraging reserved instances, spot instances, and auto-scaling for cost-efficiency.
· Configured and managed IAM policies for least privilege access controls across AWS, ensuring security compliance.
· Implemented AWS security best practices with VPC security groups, NACLs, encryption, and SSL, enhancing data protection.
· Developed automation scripts using AWS SDK/Boto3, accelerating provisioning and management tasks for AWS resources.
· Led migration initiatives for moving legacy systems to AWS cloud, ensuring a smooth transition and modernization.
· Optimized PySpark jobs through configuration tuning, partitioning strategies, and caching techniques to improve performance.
· Integrated EMR with AWS S3, Glue, and Redshift for seamless data ingestion, transformation, and querying.
· Developed Glue workflows using Python and Scala for data transformations and applying business logic during the ETL process.
· Utilized AWS CloudFormation for repeatable and consistent provisioning of resources like AWS EC2, AWS RDS, and VPCs.
· Leveraged AWS Step Functions for visual orchestration of workflows, integrating Lambda functions for smooth execution.
Client: Value Labs, Hyderabad, India                                            	                                                 DEC 2013 – Sep 2014
Role: Linux Administrator
Responsibilities: 
· Installing, Configuring, Administering, Tuning and Troubleshooting IBM WebSphere Application Server 6.x/7.x/8.x, JBOSS Application Server EAP 5.x/6.x and Tomcat on various Operating Systems like Sun Solaris, AIX, Linux and Windows
· Installing, configuring and administering HTTP Servers like IBM HTTP server, Apache Web Servers, IIS and Sun One Web Serve.
· Hands on experience in deploying enterprise applications using Administration Console, and Command line interface tools like ANT and SHELL scripting.
· Involved in Various Administration tasks like Installation, Configuration, Deployment,
· Monitoring, Performance tuning, Troubleshooting, Maintenance, Upgrades and Automation of HTTP Servers and Application Servers Managing and monitoring the JVM performance by tuning various parameters like verbose Garbage collection and IBM PMAT for analyzing the GC activity.
· Worked on Web Security tools- LDAP Server, SSL Certificate, extensively worked on Big IP by setting up Nodes, Monitors, Creation of Pools, and Requesting SSL Certificates for LB Vips, Automating the Certificates Push and Creation of Virtual IPS.
· Extensively Worked on Tools like Soap UI for testing various Application Test Cases to identify if the requests are hitting the business tests.
· JMS Configurations JMS Server, Connection Factory, Foreign JMS server, Message Bridge, Topic/Queue, Distributed destinations. Creating security roles, group policy, user authentication, auditing and authorizations. 
· Experience in setting up of Apache HTTP Server/JBoss EWS and mod_jk/mod cluster configuration.
· Expertise in Installation, Configuration, Troubleshooting, Load Balancing, Clustering, Deploying Applications, Performance Tuning and Maintenance of WebSphere MQ, WebSphere Application Server versions 5.x/6.x/7.x/8. x.
· Deploying and monitoring J2EE, WebLogic, Enterprise Application, and Web services on Cluster environment and Servers.
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